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embarrassment

/Im barasmant,em barasmant/

a feeling of self-consciousness, shame, or awkwardness.

"I turned red with embarrassment”

synonyms.

awkwardness, self-consciousness, unease, uneasiness, discomfort, discomfiture, edginess;
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Advance

Tech Supj

Romance ¢

Credit card scam

Travel Scam
Lottery
Immigration scarr
One ring call

Carding
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Sextortion

Fake Online Shopping
419
Smshing
Fake news
Identity theft

Debt Collecting

Money
1 Fraud
2 AV
Overpayment Scam
Phishing
Hitman Scam
Make Money Fast
Identity theft

Pharming
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OSEC

Online Sexual Exploitation and
Coercion

Offenders: Organised groups/ individuals
Victims: Adults and children — the more overtly religious or
prudish the better

Motivation: Financial - 500 to 1,500 or 5,000 negotiable
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Something happens

e The introduction * The message

e The groom e The shame

e The platform jump e The demand and
e The act threat

The outcome
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The Simple

The Appearing child
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OSECc
Online Sexual Exploitation and Coercion

children

Offenders: Organised groups/ individuals with
sexual interest in children

Victims: Children

Motivation: Financial/ Sexual Content
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OSCEc

Groom and Threat

End phase

The escalation:

_ " Sex with another
Penetrative sex

l f breast
HiERE OF BISESS full nudity
(for example)

Groom
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OSCE - offenders

1. Coming from anywhere

2. Mostly Philippines and North/ West
Africa*

. Mostly male

Using open source software
Sometimes female with child

. Organised “call centres” or individuals
Money transferred via classic methods

N o0 AW
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Extrapolation

40 videos to a youtube channel in 24h

20 X $500 X 5 X 52 =
$2,600,000

10% = $260,000

1% = 3%$26,000
1% = $2,600
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DATINGIDESERVES

On OkCupid, you’re more than just a photo. You
have stories to tell, and passions to share, and
things to talk about that are more interesting than
the weather. Get noticed for who you are, not what
you look like. Because you deserve what dating
deserves: better.

By clicking Join, you agree to our Terms. Learn how

we process your data in our Privacy Policy and
Cookies Policy.

JOIN OKCUPID




Love Letters Aboutus Support English v

Register now
WH E R E and get to know new people.

Register with Facebook
We won't post anything using your name.

OR

HAPPENS

446134967 e

people have already joined,

jump in! You are...
OR
& Male
Ed Signin via Facebook
5 Female

We never post on your behalf.

Other sign in options ¥ ®



Next (Space) Report  Stop Premium

Connected to partner.

Chatroulette




® /5440 Users online

GETIT ON 4 Download on the

P Google play & App Store

& By using this videochat you agree with our rules.
Rules violators will be banned. Try to keep your face visible in camera
frame.

country: ) lam:
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Rule 30:

There are no girls on the internet
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Welcome to your
professional
community

Q Find jobs, people, and more

Joinnow | Signin

Already a member? .

Sign in for a better experience

Email or phone
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| Webcant Blackmail’Sexrorrion - Click Here |
| Our Forunt - HElp For AUl ONIlINE Scanis )
[ Visit Our Gallery ][CHECK Our OuRr Bioq]

[ RonANCE SCAMNMERS ][ Scant Iden~nTifiER Quiz J

[Follow Us O~ TMTTER][ Media/l E ENnNQUIRIES ]

Onlimne fraud is responsible for owver a hundred billion dollars of losses annually, increasing at anmn alarming rate.
Scammers will take your money with Nno cares about the lives it ruins.
People are nmnothing but a Money amount to therm - a living, breathing ATM mMmachine.

This is why this site exists.

Our staff of volunteers hawve around 35 wears' combined experience in dealing with scammers and their wvictinms, with site
helpers adding to that number:

This site has three goals, and they're wvery simple:

To make scammears' lives harder by exposing their details and scripts to search engines.
Educating the public, thus remowving scammers” sources of income as scams will continue as long as there are wictims.
Helping people to see that, even after being scammed, they CAMN mowve forvward anmnd things DO get better

Wive deal with all kinds of scams, including 419, sextortion, webcam blackmmail, fund transfer, tax

refund , beneficiary/inheritance/Mmext of kin, hitrman, parcel, gold/diamond, charity, love/romance/catfish, dying

widow widower, miilitary, lottery, secret shopper/work from home, business/investment/supply iNnwvitation, loarn, ATM card,
tax refund, recovery/compensation, conferance, Craigslist, phishing, grandchild/friend in distress and car wrap.

Wie hawve prowvided help and information to the FBI, BBB, MNCIS, Metropolitan Police and Trading Standards among others.

Images can be clicked on to see media articles we have been mentioned in.

R EwwWATCH BB- ~ all . B
- E S — A ".-——.'
N W - CcCBCIIews
BBB CHAMNMEL NEWSASLA

suardian Ehe New llork Eimes wWalesOnline TEleuill FE E ; ’ E I

Fighting 419 scammers and educating people against scams since 2012,

Free, non judgmental help and adwvice for those scammed onlime.

No longer a wictinm. No longer alone.
o O O 0 S O

This site is licenced under a Creative Commons Attribution-NonCommercial-Sharedlike 4. 0 International License.

It may not be copied or distributed by any third party unless explicitly authorized by ScamSurvivors.corm
(SRoI=IS]

This site uses cookies. We never share cookies with any 3rd party. By continuing, you agree to their use.
For more information on what cookies are, and what they are used for, click HERE.
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LIENS UTILES :

https://www.europol.europa.eu/publications-documents/online-sexual-
coercion-and-extortion-form-of-crime-affecting-children-law-enforcement-

perspective

https://www.youtube.com/watch?v=a6upVV1h876q
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