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embarrassment
/ɪmˈbarəsmənt,ɛmˈbarəsmənt/

a feeling of self-consciousness, shame, or awkwardness.

"I turned red with embarrassment"

synonyms:

awkwardness, self-consciousness, unease, uneasiness, discomfort, discomfiture, edginess; 
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Identity theft

Fake Online Shopping

Advance Fee

Romance scam

Hitman ScamLottery

Credit card scam

Sextortion

Job Offer

Smshing

Tech Support

Overpayment Scam

Travel Scam

Dyed Money

Fake AV

Immigration scam

419

Fake news Make Money Fast

Phishing

Bitcoin FraudLoyalty card programs

One ring call Identity theft

Debt Collecting PharmingCarding
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Source:Krebs
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OSEC
Online Sexual Exploitation and 

Coercion

Offenders: Organised groups/ individuals

Victims: Adults and children – the more overtly religious or 

prudish the better

Motivation: Financial – 500 to 1,500 or 5,000 negotiable 
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Something happens

• The introduction

• The groom

• The platform jump

• The act

• The message

• The shame

• The demand and 

threat

The outcome
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The Simple

The Appearing child
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OSECc
Online Sexual Exploitation and Coercion

children

Offenders: Organised groups/ individuals with 

sexual interest in children

Victims: Children

Motivation: Financial/ Sexual Content
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OSCEc
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Ronan Hughes
Iulian 

Enache

7 years in 

prison
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OSCE - offenders

1. Coming from anywhere

2. Mostly Philippines and North/ West 
Africa*

3. Mostly male

4. Using open source software

5. Sometimes female with child

6. Organised “call centres” or individuals

7. Money transferred via classic methods
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Extrapolation

40 videos to a youtube channel in 24h

20 X $500 X 5 X 52 = 

$2,600,000

10% = $260,000

1%   = $26,000

.1%  = $2,600
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Rule 30: 

There are no girls on the internet





Industry







Assises Internationales | 06.01.2020 

ONLINE SEXUAL COERCION AND EXTORTION

President Sukarno 1901 - 1970
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LIENS UTILES :

https://www.europol.europa.eu/publications-documents/online-sexual-

coercion-and-extortion-form-of-crime-affecting-children-law-enforcement-

perspective

https://www.youtube.com/watch?v=a6upV1h876g

https://www.europol.europa.eu/publications-documents/online-sexual-coercion-and-extortion-form-of-crime-affecting-children-law-enforcement-perspective
https://www.youtube.com/watch?v=a6upV1h876g


Merci de votre attention


